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Why so negative?

“Your code has been weighed, it has been measured,
and it has been found wanting.”

© 2001 Columbia Pictures Industries, Inc. All Rights Reserved.
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Benefits of Code Review

 Improved code quality
 Fewer defects in code
 Improved communication about code
 Education of junior programmers

This slide contains material by Eric Brown
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2 * 5 Ways of Reviewing Code

 Who
– Internal

– External
 How

– Formal Inspection

– Over-the-Shoulder

– E-Mail Pass-Around

– Pair Programming

– Tool-Assisted
This slide contains material by Eric Brown
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Summary

 Formal inspections and pair programming are 
proven techniques but require large amounts of 
developer time.

 Over-the-Shoulder reviews are easiest to 
implement but are not enforcable.

 E-Mail pass-around and tool-assisted reviews strike 
a balance between time invested and ease of 
implementation.

This slide contains material by Jason Cohen
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Where do we start?

 How much code is there?
 How is the code structured?
 Can we find ”interesting” code using a tool?
 Which parts of the code are executed during a 

normal page request?
 Start reading the code.
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Tools

 http://phpqatools.org/ 
 http://gist.github.com/625915
 http://gist.github.com/625916

http://phpqatools.org/
http://gist.github.com/625915
http://gist.github.com/625916
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> phploc src
phploc 1.6.1 by Sebastian Bergmann.

Directories:                                          5
Files:                                               21

Lines of Code (LOC):                                482
  Cyclomatic Complexity / Lines of Code:           0.08
Executable Lines of Code (ELOC):                    296
Comment Lines of Code (CLOC):                         0
Non-Comment Lines of Code (NCLOC):                  482

Namespaces:                                           0
Interfaces:                                           1
Classes:                                             19
  Abstract:                                           1 (5.26%)
  Concrete:                                          18 (94.74%)
  Average Class Length (NCLOC):                      21
Methods:                                             32
  Scope:
    Non-Static:                                      32 (100.00%)
    Static:                                           0 (0.00%)
  Visibility:
    Public:                                          21 (65.62%)
    Non-Public:                                      11 (34.38%)
  Average Method Length (NCLOC):                     12
  Cyclomatic Complexity / Number of Methods:       1.66

Anonymous Functions:                                  1
Functions:                                            0

Constants:                                            0
  Global constants:                                   0
  Class constants:                                    0

Software Metrics: How much code is there?
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> pdepend --overview-pyramid=overview_pyramid.svg src

PHP_Depend 0.10.5 by Manuel Pichler

Parsing source files:
.....................                                           21

Executing Coupling-Analyzer:
....                                                            92

Executing CyclomaticComplexity-Analyzer:
....                                                            89

Executing Inheritance-Analyzer:
.                                                               29

Executing NodeCount-Analyzer:
..                                                              57

Executing NodeLoc-Analyzer:
...                                                             77

Generating pdepend log files, this may take a moment.

Time: 00:00; Memory: 8.75Mb

Software Visualization: Overview Pyramid
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Software Visualization: Overview Pyramid

ANDC Average Number of Derived Classes
AHH Average Hierarchy Height
NOP Number of Packages
NOC Number of Classes
NOM Number of Methods
LOC Lines of Code (non-comment, non-whitespace)
CYCLO Cyclomatic Complexity
CALLS Number of Operation Calls
FANOUT Number of Called Classes
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> pdepend --jdepend-chart=abstraction_instability.svg src

PHP_Depend 0.10.5 by Manuel Pichler

Parsing source files:
.....................                                           21

Executing Dependency-Analyzer:
..                                                              57

Generating pdepend log files, this may take a moment.

Time: 00:01; Memory: 8.00Mb

Software Visualization: Abstraction/Instability
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Software Visualization: Abstraction/Instability
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> pdepend --jdepend-xml=jdepend.xml src                                      

PHP_Depend 0.10.5 by Manuel Pichler

Parsing source files:
.....................                                           21

Executing Dependency-Analyzer:
..                                                              57

Generating pdepend log files, this may take a moment.

Time: 00:00; Memory: 8.00Mb

> dependencies.php jdepend.xml -o dependencies.svg

Software Visualization: Dependencies



 sharing experiencesharing experience

Software Visualization: Dependencies
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> pdepend --summary-xml=summary.xml src    
PHP_Depend 0.10.5 by Manuel Pichler

Parsing source files:
.....................                                           21

Executing CyclomaticComplexity-Analyzer:
....                                                            89

Executing ClassLevel-Analyzer:
...                                                             70

Executing CodeRank-Analyzer:
.                                                               25

Executing Coupling-Analyzer:
....                                                            92

Executing Hierarchy-Analyzer:
...                                                             72

Executing Inheritance-Analyzer:
.                                                               29

Executing NPathComplexity-Analyzer:
....                                                            89

Executing NodeCount-Analyzer:
..                                                              57

Executing NodeLoc-Analyzer:
...                                                             77

Generating pdepend log files, this may take a moment.

Time: 00:00; Memory: 9.00Mb

Software Metrics
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Software Metrics: Cyclomatic Complexity

Number of possible decision paths in a program or 
program unit

Thomas J. McCabe, “A Complexity Measure,” IEEE 
Transactions on Software Engineering 2, No. 4 (IEEE 
Computer Society Press, Los Alamitos, CA, USA, 1976).
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> inspect.php summary.xml --metric0 ccn             
=============================================================================
 Name                                                    | Value             
=============================================================================
 BankAccountMapper::findById()                           | 4.0000
 Router::route()                                         | 4.0000
 BankAccountController::execute()                        | 3.0000
 Request::__call()                                       | 3.0000
 ControllerFactory::getController()                      | 3.0000
 BankAccount::setBalance()                               | 2.0000
 MapperFactory::getMapper()                              | 2.0000
 BankAccountMapper::getAllIds()                          | 2.0000
 BankAccountMapper::insert()                             | 2.0000
 BankAccountMapper::delete()                             | 2.0000
 BankAccountMapper::update()                             | 2.0000
 BankAccountListView::render()                           | 2.0000
 HashMap::get()                                          | 2.0000
 BankAccount::depositMoney()                             | 1.0000
 .
 .
 .

Software Metrics: Cyclomatic Complexity
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Software Metrics: Cyclomatic Complexity

  class Router extends HashMap {
1   public function route(Request $request) {
      $parts = explode('/', $request->getServer('REQUEST_URI'));
      unset($parts[0]);
      $controller = array_shift($parts);

2     if (   !isset($this->values[$controller])
3         || count($parts) % 2 != 0) {
        throw new RouterException;
      }

      $keys  = array_keys($parts);
      $count = count($keys);

4     for ($i = 0; $i < $count; $i += 2) {
        $request->set($parts[$keys[$i]], $parts[$keys[$i+1]]);
      }

      return $this->values[$controller];
    }
  }
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Software Metrics: NPath Complexity

Number of acyclic execution paths in a program or 
program unit

Brian A. Nejmeh, “NPATH: A Measure of Execution 
Path Complexity and its Applications,” 
Communications of the ACM 31, Issue 2          
(February 1988): 188–200. ISSN 0001-0782.
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> inspect.php summary.xml --metric0 npath             
===========================================================================
 Name                                                    | Value             
===========================================================================
 Router::route()                                         | 8.0000
 Request::__call()                                       | 6.0000
 BankAccountMapper::findById()                           | 6.0000
 BankAccountController::execute()                        | 4.0000
 ControllerFactory::getController()                      | 3.0000
 BankAccountMapper::getAllIds()                          | 2.0000
 BankAccountListView::render()                           | 2.0000
 BankAccount::setBalance()                               | 2.0000
 MapperFactory::getMapper()                              | 2.0000
 BankAccountMapper::update()                             | 2.0000
 BankAccountMapper::delete()                             | 2.0000
 BankAccountMapper::insert()                             | 2.0000
 HashMap::get()                                          | 2.0000
 BankAccount::withdrawMoney()                            | 1.0000
 .
 .
 .

Software Metrics: NPath Complexity
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Software Metrics: NPath Complexity

  class Router extends HashMap {
1   public function route(Request $request) {
      $parts = explode('/', $request->getServer('REQUEST_URI'));
      unset($parts[0]);
      $controller = array_shift($parts);

2     if (   !isset($this->values[$controller])
4         || count($parts) % 2 != 0) {
        throw new RouterException;
      }

      $keys  = array_keys($parts);
      $count = count($keys);

8     for ($i = 0; $i < $count; $i += 2) {
        $request->set($parts[$keys[$i]], $parts[$keys[$i+1]]);
      }

      return $this->values[$controller];
    }
  }



 sharing experiencesharing experience

Software Metrics: Code Rank

Application of Google's PageRank algorithm to 
software

Blair Neate and Warwick Irwin and Neville Churcher, 
“CodeRank: A New Family of Software Metrics“, 
Proceedings of the Australian Software Engineering 
Conference 2006: 369–378. ISBN 0-7695-2551-2.
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> inspect.php summary.xml --metric0 cr --type class 
===========================================================================
 Name                                                    | Value             
===========================================================================
 HashMap                                                 | 0.5325
 View                                                    | 0.4050
 BankAccountController                                   | 0.2775
 BankAccount                                             | 0.1500
 ViewFactory                                             | 0.1500
 BankAccountException                                    | 0.1500
 BankAccountView                                         | 0.1500
 BankAccountListView                                     | 0.1500
 BankAccountMapper                                       | 0.1500
 RouterException                                         | 0.1500
 Response                                                | 0.1500
 ControllerFactory                                       | 0.1500
 ControllerException                                     | 0.1500
 BankAccountListController                               | 0.1500
 FrontController                                         | 0.1500
 MapperException                                         | 0.1500
 Request                                                 | 0.1500
 MapperFactory                                           | 0.1500
 Router                                                  | 0.1500
===========================================================================

Software Metrics: Code Rank
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> inspect.php summary.xml --metric0 rcr --type class
===========================================================================
 Name                                                    | Value             
===========================================================================
 BankAccountListController                               | 0.3859
 BankAccountController                                   | 0.2775
 BankAccountListView                                     | 0.2137
 BankAccountView                                         | 0.2137
 Request                                                 | 0.1925
 Router                                                  | 0.1925
 Response                                                | 0.1925
 RouterException                                         | 0.1819
 BankAccountException                                    | 0.1819
 ControllerException                                     | 0.1819
 MapperException                                         | 0.1819
 BankAccountMapper                                       | 0.1500
 ControllerFactory                                       | 0.1500
 BankAccount                                             | 0.1500
 View                                                    | 0.1500
 HashMap                                                 | 0.1500
 FrontController                                         | 0.1500
 MapperFactory                                           | 0.1500
 ViewFactory                                             | 0.1500
===========================================================================

Software Metrics: Reverse Code Rank
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> phpmd wordpress/wp-includes text phpmd.xml

wp-includes/admin-bar.php:120  Avoid unused local variables such as '$wpdb'.
wp-includes/admin-bar.php:176  The function wp_admin_bar_edit_menu() has a Cyclomatic Complexity of 22.
wp-includes/admin-bar.php:239  The function wp_admin_bar_new_content_menu() has a Cyclomatic Complexity of 13.
wp-includes/admin-bar.php:239  The function wp_admin_bar_new_content_menu() has an NPath complexity of 1296.
wp-includes/admin-bar.php:294  The function wp_admin_bar_appearance_menu() has a Cyclomatic Complexity of 10.
wp-includes/admin-bar.php:294  The function wp_admin_bar_appearance_menu() has an NPath complexity of 288.
wp-includes/admin-bar.php:325  The function wp_admin_bar_updates_menu() has an NPath complexity of 640.
wp-includes/atomlib.php:65     The class AtomParser has an overall complexity of 61 which is very high.
wp-includes/atomlib.php:90     Classes should not have a constructor method with the same name as the class
wp-includes/atomlib.php:104    Avoid unused parameters such as '$log_level'.
wp-includes/atomlib.php:104    Avoid unused parameters such as '$error_file'.
wp-includes/atomlib.php:104    Avoid unused parameters such as '$error_line'.
wp-includes/atomlib.php:149    The method start_element() has a Cyclomatic Complexity of 21.
wp-includes/atomlib.php:149    The method start_element() has an NPath complexity of 204.
wp-includes/atomlib.php:149    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:228    The method end_element() has a Cyclomatic Complexity of 12.
wp-includes/atomlib.php:228    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:282    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:287    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:291    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:298    Avoid unused parameters such as '$parser'.
wp-includes/atomlib.php:298    Avoid unused parameters such as '$data'.
wp-includes/atomlib.php:303    The method ns_to_prefix() has a Cyclomatic Complexity of 10.
.
.
.

Detecting Rule Violations (with PHPMD)



 sharing experiencesharing experience

PHPMD Rule Set Configuration

<?xml version="1.0"?>

<ruleset name="my-rule-set">
  <description>My Rule Set for PHPMD</description>

  <rule ref="rulesets/codesize.xml/CyclomaticComplexity" />
  <!-- ... -->
</ruleset>
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> phpcs --standard=CodeReview --report-source wordpress

PHP CODE SNIFFER VIOLATION SOURCE SUMMARY
--------------------------------------------------------------------------------
STANDARD  CATEGORY            SNIFF                                        COUNT
--------------------------------------------------------------------------------
CodeRevi  Functions           Global function found                        2297
CodeRevi  PHP                 Global keyword not allowed                   938
Generic   PHP                 No silenced errors discouraged               523
CodeRevi  PHP                 Forbidden functions found                    77
Generic   Code analysis       For loop with test function call not allowe  53
Generic   Code analysis       Empty statement not allowed warning          34
Generic   PHP                 Deprecated functions found                   28
Generic   Code analysis       Useless overriding method found              4
Generic   Classes             Duplicate class name found                   2
Generic   Code analysis       Unconditional if statement found             1
--------------------------------------------------------------------------------
A TOTAL OF 3957 SNIFF VIOLATION(S) WERE FOUND IN 10 SOURCE(S)
--------------------------------------------------------------------------------

Time: 08:02, Memory: 1750.25Mb

Detecting Rule Violations (with PHP_CodeSniffer)
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> phpcs --standard=CodeReview wordpress

FILE: /tmp/wordpress/wp-includes/admin-bar.php
--------------------------------------------------------------------------------
FOUND 7 ERROR(S) AND 16 WARNING(S) AFFECTING 23 LINE(S)
--------------------------------------------------------------------------------
  18 | WARNING | Consider refactoring "_wp_admin_bar_init" to avoid global
     |         | functions.
  19 | ERROR   | Use of the "global" keyword is forbidden
  52 | WARNING | Consider refactoring "wp_admin_bar_render" to avoid global
     |         | functions.
  53 | ERROR   | Use of the "global" keyword is forbidden
  78 | WARNING | Consider refactoring "wp_admin_bar_my_account_menu" to avoid
     |         | global functions.
  79 | ERROR   | Use of the "global" keyword is forbidden
 101 | WARNING | Consider refactoring "wp_admin_bar_dashboard_view_site_menu"
     |         | to avoid global functions.
 119 | WARNING | Consider refactoring "wp_admin_bar_my_sites_menu" to avoid
     |         | global functions.
 120 | ERROR   | Use of the "global" keyword is forbidden
 154 | WARNING | Consider refactoring "wp_admin_bar_shortlink_menu" to avoid
     |         | global functions.
 176 | WARNING | Consider refactoring "wp_admin_bar_edit_menu" to avoid global
     |         | functions.
     .
     .
     .

Detecting Rule Violations (with PHP_CodeSniffer)
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PHP_CodeSniffer Rule Set Configuration

<?xml version="1.0"?>

<ruleset name="my-rule-set">
  <description>My Rule Set for PHP_CodeSniffer</description>

  <rule ref="Generic.PHP.DeprecatedFunctions" />
  <!-- ... -->
</ruleset>
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> phpcpd wordpress-3.2.1
phpcpd 1.3.2 by Sebastian Bergmann.

Found 26 exact clones with 459 duplicated lines in 4 files:

  - wp-content/plugins/akismet/admin.php:488-500
    wp-content/plugins/akismet/admin.php:537-549

  - wp-content/plugins/akismet/legacy.php:234-248
    wp-content/plugins/akismet/legacy.php:301-315

    .
    .
    .

  - wp-includes/class-snoopy.php:165-172
    wp-includes/class-snoopy.php:225-232

  - wp-includes/class-snoopy.php:181-187
    wp-includes/class-snoopy.php:339-345

  - wp-includes/class-snoopy.php:317-331
    wp-includes/class-snoopy.php:384-398

0.27% duplicated lines out of 171170 total lines of code.

Time: 5 seconds, Memory: 73.25Mb

Detecting Code Duplication (with phpcpd)
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> bytekit src/framework/Router.php
Bytekit-cli 1.1.1 by Sebastian Bergmann.

Filename:           /usr/local/src/bankaccount/src/framework/Router.php
Function:           Router::route
Number of oplines:  56
Compiled variables: !0 = $request, !1 = $parts, !2 = $controller, !3 = $keys, !4 = $count, !5 = $i

  line  #     opcode                           result  operands
  -----------------------------------------------------------------------------
  8     0     RECV                             !0      1, f(0)
  10    1     SEND_VAL                                 '/', 1
        2     INIT_METHOD_CALL                         !0, 'getServer'
        3     SEND_VAL                                 'REQUEST_URI', 1
        4     DO_FCALL_BY_NAME                 $1      
        5     SEND_VAR_NO_REF                          $1, 2
        6     DO_FCALL                         $2      'explode'
        7     ASSIGN                                   !1, $2
  11    8     UNSET_DIM                                !1, 0
  13    9     SEND_REF                                 !1
        10    DO_FCALL                         $5      'array_shift'
        11    ASSIGN                                   !2, $5
  15    12    FETCH_OBJ_IS                     $7      'values'
        13    ISSET_DIM_OBJ                    ~8      $7, !2
        14    BOOL_NOT                         ~9      ~8
        15    JMPZ                                     ~9, ->21

  16    16    FETCH_CLASS                      ~10     'RouterException', f(4)
        17    NEW                              $11     ~10, ->19
        18    DO_FCALL_BY_NAME                         
        19    THROW                                    $11

  17    20    JMP                                      ->21
        .
        .

Disassembling Bytecode (with bytekit-cli)
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Software Visualization: Code Flow
00000800

00000800 RECV !0 1, f(0)

00000801 SEND_VAL '/', 1

00000802 INIT_METHOD_CALL !0, 'getServer'

00000803 SEND_VAL 'REQUEST_URI', 1

00000804 DO_FCALL_BY_NAME $1

00000805 SEND_VAR_NO_REF $1, 2

00000806 DO_FCALL $2 'explode'

00000807 ASSIGN !1, $2

00000808 UNSET_DIM !1, 0

00000809 SEND_REF !1

0000080a DO_FCALL $5 'array_shift'

0000080b ASSIGN !2, $5

0000080c FETCH_OBJ_IS $7 'values'

0000080d ISSET_DIM_OBJ ~8 $7, !2

0000080e BOOL_NOT ~9 ~8

0000080f JMPZ ~9, loc_815

00000810

00000810 FETCH_CLASS ~10 'RouterException', f(4)

00000811 NEW $11 ~10, loc_813

00000812 DO_FCALL_BY_NAME

00000813 THROW $11

00000815

00000815 SEND_VAR !1, 1

00000816 DO_FCALL $13 'count'

00000817 MOD ~14 $13, 2

00000818 IS_NOT_EQUAL ~15 ~14, 0

00000819 JMPZ ~15, loc_81f

0000081a

0000081a FETCH_CLASS ~16 'RouterException', f(4)

0000081b NEW $17 ~16, loc_81d

0000081c DO_FCALL_BY_NAME

0000081d THROW $17

0000081f

0000081f SEND_VAR !1, 1

00000820 DO_FCALL $19 'array_keys'

00000821 ASSIGN !3, $19

00000822 SEND_VAR !3, 1

00000823 DO_FCALL $21 'count'

00000824 ASSIGN !4, $21

00000825 ASSIGN !5, 0

00000826

00000826 IS_SMALLER ~24 !5, !4

00000827 JMPZNZ ~24, loc_834, loc_82a

0000082a

0000082a INIT_METHOD_CALL !0, 'set'

0000082b FETCH_DIM_R $27 !3, !5

0000082c FETCH_DIM_FUNC_ARG $28 !1, $27

0000082d SEND_VAR $28, 1

0000082e ADD ~29 !5, 1

0000082f FETCH_DIM_R $30 !3, ~29

00000830 FETCH_DIM_FUNC_ARG $31 !1, $30

00000831 SEND_VAR $31, 2

00000832 DO_FCALL_BY_NAME

00000833 JMP loc_828

00000834

00000834 FETCH_OBJ_R $33 'values'

00000835 FETCH_DIM_R $34 $33, !2

00000836 RETURN $34

00000828

00000828 ASSIGN_ADD !5, 2

00000829 JMP loc_826
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The End

 Web: http://thePHP.cc/

    http://sebastian-bergmann.de/

 Mail: sebastian@thePHP.cc
 Twitter: @s_bergmann

 Slides: http://talks.thePHP.cc/
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