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AllJoyn.

AllJoyn Overview
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What is AllJoyn? @

Allloyn

AllJoyn enables ad hoc, proximity based, peer-to-peer, bearer
agnostic networking between devices and applications
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What is peer-to-peer
and why Is it important?

Enables devices and applications to
communicate with each other without the
need of a server

Mobile peer-to-peer will enable a new
generation of proximal experiences



Why Peer-to-Peer (P2P) Is Hard @

AllJoyn.

TRANSPORTS LIKE BLUETOOTH® AND WI-FI ARE NOT ENOUGH

T e B mbaiiag

Radio technologies alone  P2P enablers have P2P via the cloud is not
have not made P2P easy. not become proximal, adds latency,

(ex: Bluetooth® pairing) ubiquitous or open requires a WWAN, and
subjects the user to

data charges
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AllJoyn.

Architecture and Security Concepts




Overview
AllJoyn.

AllJoyn is a distributed software bus
AEach device runs a bus daemon
AApplications communicate directly with daemon
ADaemons on each device communicate with daemons on other devices
ADaemons do message routing and namespace management
Bus formation is ad hoc
ABased on proximal discovery
A Abstracts multiple discovery mechanisms
Protocol is transport independent
AGround-up implementation of the D-Bus wire-protocol with extensions
ASupports Wi-Fi and Bluetooth currently
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Why the D-Bus Wire Protocol?

AllJoyn.

Why reinvent the wheel?
Awww.freedesktop.org/wiki/Software/dbus

IPC mechanisms used on many Linux distributions
ADeeply integrated with system services and session management
ASupports RPCs as well as unicast and multicast events
Message bus architecture
ARPC and events implemented as messages
AP2P came from extending bus cross device; messages flow over bigger bus
Obiject oriented
AObijects, interfaces, methods, and properties
Language neutral
ABindings for C, Java, Python, Perl, etc.
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DBus Compatibility @

AllJoyn.

AllJoyn Functionality

. Peer sessions .
Service Distributed

Advertisement Bus
& Discovery : ) Management

Authentication
&
Encryption

Message
Expiration (TTL)

Client-bus
authentication

Device-to-device

Header Al lJ
Compression Introspection oynm message

procedure call routing

Topology ARawo Sessy
management support

Bluetooth
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Distributed Software Bus

Device

App X AppY
<+ = & TCP or Bluetooth A A

+— |_Ocal socket

Device

PAGE 13 Open Source. Open Possibilities.

9

AllJoyn.

Conceptually peers are
applications, not devices.
Applications communicate
with a local daemon.
Daemons handle routing
between devices.

Device
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Ad-hoc Bus Formation @

AllJoyn.

Find-Name Advertise-Name
request request

Device Device

Client App Service App

|

Actual discovery mechanism is transport dependent
/.On Wi-Fi a lightweight IP multicast protocol
/.On Bluetooth device discovery with EIR and SDP query
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Ad-hoc Bus Formation @

AllJoyn.

Once connected daemons form single bus with shared namespace
/\Peers can discover when other peers join or leave bus

/\Peers can make RPC calls and send and receive events

/. Session reference counting keeps device-to-device connections alive
/. Multicast events can be sent to all peers in the session

Device

Client App Service App

Peer Session

PAGE 15 Open Source. Open Possibilities. l %UIC
QUALCOMM INNOVATION CENTER, INC.



Object Model @

AllJoyn.
AllJoyn applications expose their functionality via objects

AThese are typically organized in a hierarchy
Objects implement interfaces (one or more)

Interfaces are composed of members, which fall into three categories
AMethods i classic OO object interaction

ASignals i asynchronous event notification
I Can be broadcast, multicast or point-to-point
AProperties i data members

Application Application
Bus
Object
Event .
handler
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Language Bindings @

AllJoyn.
Native implementation for AllJoyn is C++
Java binding is available for Android
Binding for JavaScript is under development
Considering bindings for C, C# and Python
Object model is similar for all bindings
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Design of Security Framework
AllJoyn.

Authentication and encryption is designed to be app-to-app
AThe bus is not involved other than to route
ATrust relationship established between the applications

ADevice pairing not required unless the transport requires it
I In case of Bluetooth, AllJoyn does not normally trigger pairing

Security is enabled per-interface

AAuthentication and key exchange initiated on demand
Security-enabled interface

A Authentication is required to make method calls

A Authentication required to receive signals
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Security Modeld Authentication and Encryption @

AllJoyn.
Method calls to security-enabled

interface are designed to be
encrypted and authenticated. If
call encrypted, so is reply.

Application

Signals from a AllJoyn
_securlty-enabled Sy
interface are

designed to be Bus
encrypted and
authenticated.

//// Application

/ ¢ canallow a
R mix of security-
R enabled and
v non-secure
interfaces.
_______________ - Maintain own
_____________ key stored can
use password.
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AllJoyn.

Performance Considerations




Message Efficiency @

AllJoyn.

Header compression
ADesigned to significantly reduce the size of message headers

Alntended for messages that are sent frequently
ADesigned to allow short messages to fit into single-slot Bluetooth packets

Time to live
AAdded for multi-player games and streaming where stale data is useless
AExpired messages are silently discarded
AMainly applies to signals
Alntroduces a new message header field
Multipoint sessions
ABounds the scope of broadcast signals to session members
AProvides mechanism for deciding when radios are no longer in use
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Direct Point-to-Point Bulk Data Exchange @

AllJoyn.
Raw Sessions Process

Removes overhead by AllJoyn sets up a regular peer-to-
providing direct access to peer session
underlying socket Peers call daemon to obtain the

file descriptor for socket
Application can read/write Daemon returns open file
any data to the socket descriptors to peers, closes

session

Session is gone but sockets
remain open

Available in current 2.0 release
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AllJoyn.

Open Source
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Why Open Source AllJoyn? @

AllJoyn.

Qualcomm Innovation Center, Inc. (QulC)
ABrings together dedicated group of engineers focused on OSS
AEnables and optimizes open source software with Qualcomm technology
AQuIC is a large contributor to WebKit and other OSS projects

Peer-to-peer success relies on network effect
AMust be on as many devices as possible
ANot practical for QuIC to port to every platform

AAllow OSS community to add platforms

I As well as features, and fixes! All contributions are welcome!
ATo further enable this chose Apache 2.0 license

I Itis a common and well accepted OSS license

I Provides flexibility to licensees and developers
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AllJoyn Open Source Project. www.alljoyn.org

Launched Jan. 2011

GitHub hosts source—
alljoyn.github.com

Apache 2 License

Download — |

ADocumentation

ASDK
Contribute Code— |
Participate—— |

AllJoyn.

AllJayn.

AIIJoynTM is a peer-to-ps

the use of an intermediary server.

True peer-to-peer communications without the traditional barrier:

« Simple device and senice discovery

» Security framewaork for authenticated and encrypted communicatie
+ Managed networking and message routing
« Object-oriented programming model

Optimized fer
ow latency

* Header compression

+ Reliable and unreliable transpnrt
« Point-to-multipoint com

€ mobile embedded environment

otential applications of the technology include
s Multi-player gaming

» Social media sharing

» Multi-user productivity tools

nology that enables ad hoc, @ e
pased, device-to-device communication without w0 e from @

% GitHub

Docs & Downloads,

Home  AboutUs Contribute Forums

Visitthe contribution spction of the site to view W

the contribution agreefnent and learn how to
contribute code to the project.

Per application/senvice

< Contribute

Fa

pate in forum dipcussions with other
members ofthe AllJodn open source project.

% Collaborate

Get Source

Announcements
Introducing the AllJoyn Open Source Project.

Meet the Maintainers
The AllJoyn team is here to help and serve. -
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Open Source Status
AllJoyn.

Publishing updates to the source all weekdays

Publish a binary SDK when we do major releases
AReleased version 2.0 mid May

Have process in place for accepting third party contributions

Building user community

(e ‘ & htips:;//www.alljoyn.org/forums/developers?page=1

A Lots of discussions on the @
forums AllJoyn.

Home AboutUs Coninbute Docs & Downloads  Forums

ABroad range of questions
and topics

Developers

Discuss the development of AllJoyn code and applications

Login to post new content in the forum.

Topic Replies  Created Last reply
. by AnEnag by ndabhade R
\ZJ) Advertisement and Discovery usage 1 047262011 - 08-47 05104120711 - 1093
. - by kronos by ndabhade
=) Destop with Java communication with Android 1 05042011 - 2125 0510612011 - 1307
. - by tonvh by ndabhade
5 Retuming a byte[] from a C++ Senvice to a Java Client 2 051052011 - 0857 05108/2011 - 10:06
by iloveajn by dgebha
2 How to use alljoyn-daemon of Allloyn 2.0 Experimental 3 05/05/2011 - 00-49 05/08/2011 - 1910
by potapczuk by ndabhade
=) Using Ad Hoc WiFi connection 13 0212412011 - 12-39 05M/2011 - 20'50
. by will by ndabhade
< Chat Sample 04/04/2011- 1400 05/1/2011-21:10
. by slewis i
=) possible to replace serialization and wire protocol? 2 51132011 - 13:07
=) liballjoyn.a Archive has no index when attempting to compile on Mac 0S X 4
2 How to build AllJoyn source code on Windows 7 (Cygwin) 1 05H17/2011 - 0324
. by intercom.pequod
= Alljoyn 2.0 Crashes on ARMG tablet 3 051412011 - 1317 12011 - 0116
by cha5986 by ndabhade
=0 Java 67 instead of Java 57 ! 05/18/2011-04:12  05M18/2011 - 0454 z
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Summary @

AllJoyn.
Easier P2P Development Open Source Sponsored by QulC
OS and platform Launched January 2011
independent SDK download and forums at
Multiple language bindings www.alljoyn.org
Multiple transports Source code available on GitHub at

www.github.com/alljoyn

Download SDK L Download Source Code </> Contribute
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