Know your cirrus from your cumulus

how clouds differ beyond cost and
speed and how that affects you
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Does it matter?



Well, itdoes to me! Let me give you an example. We were flying towards what we
0 K2dzaKiX
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X Atuirned into something like this. 3000ft of solid cloud bank.



When we finallygot below it, we were here.



For the record, wenade it quite a long way back, and everyone was safe.
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in general...

In generalwhether the difference between clouds should matter to you is an open
and very good question.
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in general...

//I'

t depends”
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preparing this talk, we had some very interesting ideas about that.
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But how did thisvhole thing come about in the first place? Well, | spend some of my
night hours orjclouds the Java mukcloud library.
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jclouds.

.jclouds.

provider/aws-ec2 compute
providerfaws-s3 blobstare

provider/azureblob biobstore
provider/bluelock-vcloud-vcenterprise compute
provider/bluelock-vcloud-zone0l compute
provider/cloudfiles-uk blobstore
providerfcloudfiles-us blobstore
provider/cloudloadbalancers-us loadbalancer
provider/cloudonestorage biobstore
provider/cloudservers-uk compute
provider/cloudservers-us compute
provider/cloudsigma-zrh compute
provider/elastichosts-lon-b compute
provider/elastichosts-lan-p compute
provider/elastichosts-sat-p compute
providerfeucalyptus-partnercloud-ec2 compute
providerfeucalyptus-partnercloud-s3 biobstore
provider/gogrid compute
provider/ninefold-storage blobstore
provider/openhosting-eastl compute
provider/rimuhosting compute
provider/savvis-symphonyvpdec compute
provider/serverlove-z1-man compute
providerfskalicloud-sdg-my compute
provider/slicehost compute
provider/stratogen-vcloud-mycloud compute
provider/synaptic-storage blobstore
provider/trmk-ecloud compute

provider/trmk-vcloudexpress compute

jcloudsconnects taa whole bunch of different cloud providers all the way freaaS

to SaasS
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X (i &sersof those service offerings.
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So we get lots of feature requests, some pretty much ahead of the curve with respect
to the restof the cloud landscape.
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And as we were gettingome many requests for additional metadata beyond what
the mainjcloudsCompute andlobStoreAPIs provide, we Adrian, mainlyg

embarked on an intensive round of information and opinion gathering to see how to
best support our users.
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Sol should make it very clear now that | amat about to present the Ondclouds

Truth about cloud metadata and how much you should have access to or need to

have access to.

wkEiKSNE GKA&a Aa I+ adzYYFENR FyR lylfeara 2
done with this information so far.
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X 0 d#ibut putting you in a position to

a) know about some of the nenbvious issues out there

b) have an idea about how these issues may or may not impact your applications
and business

c) know where to go to get the information you need

In other words, at the end of this talk, you should be further along the road to being
able to make an informed decision about how much you want/need to care about
cloud details, and how to architect for that!
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location
service levels & service costs
audit
data sovereignty
ownership & stewardship
power
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security jurisdiction

traceability

performance
recovery
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and recovery.
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geographical andlogical(i.e. network) location.
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Say, within a certain number of houttsive from a certain point, or within a certain
geographical area (think jurisdiction).
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Such ag and yes, using theameslide to illustrate -) ¢ not within 100 miles of each

other (think blast radius and disaster recovery) or within 1h drive of each other (think
engineer on an emergency callout).

Challenges:

- what kind of representation to choose? Lat/long not offered by enough providers,

LX dza Yl & @I NE 20SNI GAYSE L) dza AYLRaaroft s
NEIA2yaéd oKSNB (GKSNB Aa y2 2yS LRAYGOD
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- Some kind of manual mapping required, but luckily the physical location of the
actualdatacente(s)¢ if knownc is pretty damn static info.

- Good compromise: 1SBL66
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network proximity, which is mainly interesting in termsp#rformance Such as:

connected by a network connection of at least a certain speed, or within the same
GLISNF2NXYI yOS 2NJ {[! R2Ypidgynies, baddwdtd | JI A |
guaranteesspeedto main internet peertc.

Or everrelative logicalocatiors A ®S® a0 SKAY R | datacen®esd f { ¢

Challenges:
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- How to measure speed/performance of these IPs in a consistent way when some
providers e.g. dgrioritize ICMP traffic
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As we see, marigcation use cases boil down tarisdiction, which has relationships
also to audit, ownershigtewardship, data sovereignty. This is a hard probtem
there are already somstartupsattempting to help you through this.
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Many companies require audit, but there are as yet few standardseans to
identify audit levels of providers, let alone verify the@loudaudiis trying to tackle
this.
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Ownership oflata remains important, but it is not enough. Of course, in most cases
your datais stijour& o dzi &dzRRSyfé& @&2dz I NB RSLISYRSy
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Xprevent him from doing so! And, depending on your offering, there may be multiple

Gy SaidSRé¢ ai §hinkCREIBessSEBPHCE] SlIRf whom have policies

you may be violating. And, in fact, in many cases you may not evawdre of these

nested stewards because your immediate provider may not expose that

implementation detail, or may decide to switch.
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This can mess with you especially if you try to apgly®®NJ} RAGA 2y £ ¢ &GS g
such as UPS. Of course, tlasohave T&Cs that prevent you from shipping certain

items, but those items remaiypoursand, more importantly, theyemain In the

cloud, if your provider takes you down, your data maygbee
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»Jon’t Mess With Texas

SOVEREIGNTY

In general, there are many questions around data sovereignélrelations to
handling policy, especially how to enforce this policy programmatically?
- can | control where my data goes?

- can | set bounds on what is happening where?

- clients with zero tolerance on data location (e.g-st@ndard)

52y Qi ocdigcbrapairiieS &e actively looking at this, even if they may not talk

about it.
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SLAand pricing information is naturally a key metadata concern, especially for
platform providers that wish to implement automatethargebacksnd/or make
intelligent, automated choices about load balancing and system provisioning. Key
challenges here:

-RSTAYAY3I + adFyREFENR aO2YLJziS dzyAidé | yR L
- defining a service level descriptor that can be compared
RSTFAYS I O2YLINroftS GNBolFGS LRt AOeE

Note that service levels in the cloud can be more tricky than at first might geem
being inaccessible (perhaps even just being inaccessible from a dedaiion may
not qualify as a violation of service level. See the EBS case.

Ly 20KSNJ g62NRax AT &2dzOQONBF O2yOSNYySR | 62dz
approach and assume everything can become unavailable.
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but may become a legal requirement in some areas, e.g. Cali. Note that providers
appear unlikely to want to expose this kind of potentially sensitive data to external

services.
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And

So what didcloudstake away from these inputs?
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