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¢ƘŜǎŜ ŎƭƻǳŘǎΧ
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Χŀƭƭ ƭƻƻƪΧ
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different.
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Does it matter?
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Well, itdoes to me! Let me give you an example. We were flying towards what we 
ǘƘƻǳƎƘǘΧ
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Χǿŀǎ ŀ ƴƛŎŜ άǇǳŦŦȅέΣ ōǳǘ ǿƘŜƴ ǿŜ Ƙƛǘ ƛǘ ŀǘ слллŦǘ ƻǊ ǎƻΧ
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Χƛǘturned into something like this. 3000ft of solid cloud bank.
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When we finallygot below it, we were here.
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For the record, wemade it quite a long way back, and everyone was safe.
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In general,whether the difference between clouds should matter to you is an open 
and very good question.
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¢ƘŜ !ǊŎƘƛǘŜŎǘǎΩ !ƴǎǿŜǊ ŀǇǇƭƛŜǎΥ άƛǘ ŘŜǇŜƴŘǎέΦ hǇƛƴƛƻƴǎ ŘƛŦŦŜǊ ǿƛŘŜƭȅ ƻƴthis ςas I was 
preparing this talk, we had some very interesting ideas about that.
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But how did thiswhole thing come about in the first place? Well, I spend some of my 
night hours on jclouds, the Java multi-cloud library.
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jcloudsconnects toa whole bunch of different cloud providers all the way from IaaS
to SaaSΣ ŀƴŘ ǿŜ ƘŀǾŜ ǳǎŜǊǎ ŦǊƻƳ ŜǾŜǊȅ ǇŀǊǘ ƻŦ ǘƘŜ ŎƭƻǳŘ ǎǇŜŎǘǊǳƳΦ CǊƻƳΧ
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ΧǇŜƻǇƭŜ ǘƘŀǘ buildǇƭŀǘŦƻǊƳǎΧ
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Χǘƻ ǇŜƻǇƭŜ ǘƘŀǘ ōǳƛƭŘ service offeringsƻƴ ǘƻǇ ƻŦ ǇƭŀǘŦƻǊƳǎΧ
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Χǘƻ usersof those service offerings.
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So we get lots of feature requests, some pretty much ahead of the curve with respect 
to the restof the cloud landscape.
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And as we were gettingsome many requests for additional metadata beyond what 
the main jcloudsCompute and BlobStoreAPIs provide, we ςAdrian, mainly ς
embarked on an intensive round of information and opinion gathering to see how to 
best support our users.
!ǎ ŜȄǇŜŎǘŜŘΣ ǾƛŜǿǎ ŘƛŦŦŜǊŜŘ ǉǳƛǘŜ ǿƛŘŜƭȅΣ ŜǾŜƴ ŀƳƻƴƎǎǘ ŜȄǇŜǊǘǎΦ CǊƻƳΧ
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ΧέǿƘȅ ǎƘƻǳƭŘ ȅƻǳ ŎŀǊŜέ ǘƻΧ
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ΧέL ƴŜŜŘŦǳƭƭ ŀŎŎŜǎǎέΦ
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SoI should make it very clear now that I am not about to present the One Jclouds
Truth about cloud metadata and how much you should have access to or need to 
have access to.
wŀǘƘŜǊΣ ǘƘƛǎ ƛǎ ŀ ǎǳƳƳŀǊȅ ŀƴŘ ŀƴŀƭȅǎƛǎ ƻŦ ǿƘŀǘ ǿŜ ŘƛǎŎƻǾŜǊŜŘ ǘƘŜǊŜΣ ŀƴŘ ǿƘŀǘ ǿŜΩǾŜ 
done with this information so far. 

¢Ƙƛǎ ƛǎ ƴƻǘ ŀōƻǳǘ ȅƻǳ ŀŎŎŜǇǘƛƴƎ ǎƻƳŜ άƎƻǎǇŜƭ ǘǊǳǘƘέΧ
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Χōǳǘabout putting you in a position to
a) know about some of the non-obvious issues out there
b) have an idea about how these issues may or may not impact your applications 

and business
c) know where to go to get the information you need

In other words, at the end of this talk, you should be further along the road to being 
able to make an informed decision about how much you want/need to care about 
cloud details, and how to architect for that!
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¢ƘŜ Ǉƻƛƴǘǎ ǿŜΩƭƭ ŀŘŘǊŜǎǎ ǘƻŘŀȅΧ
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Unsurprisingly,ƎƛǾŜƴ ǘƘŀǘ ǘƘŜ ǘƻǇƛŎǎ ŎŀƳŜ ŦǊƻƳ ƻǳǊ ǳǎŜǊǎΩ ǳǎŜ ŎŀǎŜǎΣ Ƴŀƴȅ ŀǊŜ ǊŜƭŀǘŜŘ 
ǘƻ ǘƘŜ άŎƭŀǎǎƛŎέ ŎƭƻǳŘ ǘƻǇƛŎǎ ŀǊƻǳƴŘ ǇŜǊŦƻǊƳŀƴŎŜΣ ǘǊŀŎŜŀōƛƭƛǘȅΣ ƧǳǊƛǎŘƛŎǘƛƻƴΣ ǎŜŎǳǊƛǘȅ 
and recovery.
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[ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ ƭƻŎŀǘƛƻƴΦ CƛǊǎǘ ƻŦ ŀƭƭΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘto distinguish between physical (i.e. 
geographical) andlogical(i.e. network) location.
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LŦ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ physicalƭƻŎŀǘƛƻƴΣ ǎƻƳŜǘƛƳŜǎ ƛǘΩǎ ǘƘŜ absoluteƭƻŎŀǘƛƻƴ ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ 
about.
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Say, within a certain number of hoursdrive from a certain point, or within a certain 
geographical area (think jurisdiction).
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Sometimes,ƛǘΩǎ ƻƴƭȅ relativeƭƻŎŀǘƛƻƴ ǘƘŀǘ ȅƻǳΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴΦ
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Such as ςand yes, using the sameslide to illustrate ;-) ςnot within 100 miles of each 
other (think blast radius and disaster recovery) or within 1h drive of each other (think 
engineer on an emergency callout).
Challenges: 
- what kind of representation to choose? Lat/long not offered by enough providers, 
Ǉƭǳǎ Ƴŀȅ ǾŀǊȅ ƻǾŜǊ ǘƛƳŜΣ Ǉƭǳǎ ƛƳǇƻǎǎƛōƭŜ ǘƻ ŘŜŦƛƴŜ ŦƻǊ ǘƘŜ {bL! ŎƻƴŎŜǇǘ ƻŦ άǎŜǘ ƻŦ 
ǊŜƎƛƻƴǎέ ǿƘŜǊŜ ǘƘŜǊŜ ƛǎ ƴƻ ƻƴŜ ǇƻƛƴǘΦ
-{ƻƳŜ ǇǊƻǾƛŘŜǊǎ ƘŀǾŜ ŀ άƭƻŎŀǘƛƻƴέ ƳƻŘŜƭ ǘƘŀǘ ŘƻŜǎƴΩǘ ŎƻǊǊŜǎǇƻƴŘ ǘƻ ƧǳǊƛǎŘƛŎǘƛƻƴŀƭ 
ōƻǳƴŘŀǊƛŜǎ ƻǊ άǊŜŀƭ-ǿƻǊƭŘέ ǇƻƭƛǘƛŎŀƭ ŜƴǘƛǘƛŜǎΣ ǿƘƛŎƘ ƛǎ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ŀƭƳƻǎǘ ŀƭƭ 
άǇƘȅǎƛŎŀƭ ƭƻŎŀǘƛƻƴέ ǳǎŜ ŎŀǎŜǎΦ
- Some kind of manual mapping required, but luckily the physical location of the 
actual datacenter(s) ςif known ςis pretty damn static info.
- Good compromise: ISO-3166
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hǘƘŜǊ ǘƛƳŜǎΣ ȅƻǳΩǊŜ ƴƻǘ ǊŜŀƭƭȅ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘŜ physicalproximity at all, but in the 
networkproximity, which is mainly interesting in terms of performance. Such as: 
connected by a network connection of at least a certain speed, or within the same 
άǇŜǊŦƻǊƳŀƴŎŜ ƻǊ {[! ŘƻƳŀƛƴέ όŜΦƎΦ ŀǾŀƛƭŀōƛƭƛǘȅ ȊƻƴŜύΦ hǊ ping times, bandwidth 
guarantees, speedto main internet peers etc.
Or even relative logicallocationΣ ƛΦŜΦ άōŜƘƛƴŘ ŀ ŦƛǊŜǿŀƭƭέ ƻǊ άƛƴ ǘƘŜ ǎŀƳŜ datacenterέΦ

Challenges:
-Iƻǿ ǘƻ ŎƘƻƻǎŜ άǊŜǇǊŜǎŜƴǘŀǘƛǾŜέ Ltǎ ǿƘŜƴ ǘƘŜǎŜ ƳƛƎƘǘ ǎƘƛŦǘΚ
- How to measure speed/performance of these IPs in a consistent way when some 
providers e.g. de-prioritize ICMP traffic
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As we see, manylocation use cases boil down to jurisdiction, which has relationships 
also to  audit, ownership,stewardship, data sovereignty. This is a hard problem ς
there are already some startupsattempting to help you through this.
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Many companies require audit, but there are as yet few standardsor means to 
identify audit levels of providers, let alone verify them. Cloudauditis trying to tackle 
this.
bƻǘŜ ǘƘŀǘ ŀǳŘƛǘ ƛǎ ƴƻǘ ǘƘŜ ǎŀƳŜ ŀǎ ǎŜŎǳǊƛǘȅΣ ŀƭǘƘƻǳƎƘ ōƻǘƘ ŀǊŜ άŎǊƻǎǎ-cutting 
ŎƻƴŎŜǊƴǎέ ƛƴ ǘƘŜ ǎŜƴǎŜ ǘƘŀǘ ǘƘŜȅ ŀŦŦŜŎǘ ŀƭƭ ȅƻǳǊ ŎƘƻƛŎŜǎ ƻŦ ǇƭŀǘŦƻǊƳ ŀƴŘ ǎŜǊǾƛŎŜ 
providers, but require different hooks. And, depending on the actual technology 
ȅƻǳΩǊŜ ǘŀƭƪƛƴƎ ŀōƻǳǘΣ ǘƘŜǎŜ Ƙƻƻƪǎ Ƴŀȅ ƴƻǘ ŜǾŜƴ existΧōǳǘ ƳƻǊŜ ŀōƻǳǘ ǘƘŜ ǇǊƻōƭŜƳ ƻŦ 
άƭŀȅŜǊǎέ ƛƴ ŀ ōƛǘΦ
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Ownership ofdata remains important, but it is not enough. Of course, in most cases 
your data is still yoursΣ ōǳǘ ǎǳŘŘŜƴƭȅ ȅƻǳ ŀǊŜ ŘŜǇŜƴŘŜƴǘ ƻƴΧ
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Χa stewardǘƻ ƘŀƴŘƭŜ ǘƘƛǎ Řŀǘŀ ŦƻǊ ȅƻǳ ǊŜǎǇƻƴǎƛōƭŜΦ LǘΩǎ ƴƻ ƭƻƴƎŜǊ ȅƻǳǊ ƘƻǳǎŜΣ ŀƴŘ ƴƻ 
ƭƻƴƎŜǊ ȅƻǳǊ άƘƻǳǎŜ ǊǳƭŜǎέΣ ŜƛǘƘŜǊΦ LΦŜΦ ǘƘƛǎ ǎǘŜǿŀǊŘ Ƴŀȅ ǿŜƭƭ ƘŀǾŜ ǇƻƭƛŎƛŜǎ ǘƘŀǘΧ
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Χprevent him from doing so! And, depending on your offering, there may be multiple 
άƴŜǎǘŜŘέ ǎǘŜǿŀǊŘǎ ƛƴǾƻƭǾŜŘ ςthink CloudBeesusing EC2, all of whom have policies 
you may be violating. And, in fact, in many cases you may not even be awareof these 
nested stewards because your immediate provider may not expose that 
implementation detail, or may decide to switch.
The WikiLeaksǎǘƻǊȅ ƛǎ ŀ ƎƻƻŘ ŘŜƳƻƴǎǘǊŀǘƛƻƴ ƻŦ ǘƘƛǎΧ
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This can mess with you especially if you try to apply aάǘǊŀŘƛǘƛƻƴŀƭέ ǎǘŜǿŀǊŘ ƳƻŘŜƭ 
such as UPS. Of course, they alsohave T&Cs that prevent you from shipping certain 
items, but those items remain yoursand, more importantly, they remain. In the 
cloud, if your provider takes you down, your data may be gone.
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In general, there are many questions around data sovereigntyand relations to 
handling policy, especially how to enforce this policy programmatically?
- can I control where my data goes?
- can I set bounds on what is happening where?
- clients with zero tolerance on data location (e.g. us-standard)

5ƻƴΩǘ ōŜ ŦƻƻƭŜŘ ςbigcompanies are actively looking at this, even if they may not talk 
about it.
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SLAand pricing information is naturally a key metadata concern, especially for 
platform providers that wish to implement automated chargebacksand/or make 
intelligent, automated choices about load balancing and system provisioning. Key 
challenges here:
-ŘŜŦƛƴƛƴƎ ŀ ǎǘŀƴŘŀǊŘ άŎƻƳǇǳǘŜ ǳƴƛǘέ ŀƴŘ ǇǊƛŎƛƴƎ ƳƻŘŜƭ ŦƻǊ ǘƘŀǘ ǳƴƛǘ
- defining a service level descriptor that can be compared
-ŘŜŦƛƴŜ ŀ ŎƻƳǇŀǊŀōƭŜ άǊŜōŀǘŜ ǇƻƭƛŎȅέ

Note that service levels in the cloud can be more tricky than at first might seem ς
being inaccessible (perhaps even just being inaccessible from a certain location) may 
not qualify as a violation of service level. See the EBS case.

Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ƛŦ ȅƻǳΩǊŜ ŎƻƴŎŜǊƴŜŘ ŀōƻǳǘ ǘƘƛǎ ƛǘΩǎ ǿƛǎŜ ǘƻ ǘŀƪŜ ŀ ŎƘŀƻǎ ƳƻƴƪŜȅ 
approach and assume everything can become unavailable.
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Powerƛǎ ǎǘƛƭƭ ǎƻƳŜǘƘƛƴƎ ƻŦ ŀ ŘƛŦŦŜǊŜƴǘƛŀǘƻǊ ŀǘ ǇǊŜǎŜƴǘ όŜΦƎΦ άƎǊŜŜƴέ vCloudprovider), 
but may become a legal requirement in some areas, e.g. Cali. Note that providers 
appear unlikely to want to expose this kind of potentially sensitive data to external 
services.
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So what did jcloudstake away from these inputs?
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