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WSS,

The open source SOA company

WSO2 1s an 1nnovative Open Source technology company
devoted to building Web services middleware for your
SOA. Offering leading products, support and other
services, WSO2 was founded in August 2005. It 1is a

global corporation with offices located in USA, UK
and Sri Lanka.
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@ CBSNEWS

Notebook: Credit Card Theft

August 6, 2008 4:46 FM

Eleven people were recently arrested for allegedly stealing over 40 million credit card numbers from an online source.
Katie Couric notes that this is a telling sign of online shoppervulnerability.

40,000,000

credit card numbers stolen

J
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internetnews .com

Repert 85 Percent of U S. Busmesses Breached

anizations that f

fourth annual L.S.
1 Institute. Th

p
er of Th Ponemon In 2,

re comparable to a similar study rel
onemon Institute found t

t was based on surveys with nearly a thousand (997) U.S.-ba:
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Securlty needs to be by design

NOT an after thought
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aliready developed
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HTTPS w» not
bad.. BW['y[—ubbul'
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Transport level encryption

Point to point

Entire message needs to be encrypted

Adds less weight on message payload

Applies only to HTTP
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EFnd to End

Parts of the message can be encrypted

Adds more weight on message payload
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How- can we use
Message Lesel

Secuwrty 7‘0- protect

o

W5,
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Confidentiality

Integrity

Authentication
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The assurance that a message has
not been read by anyone other
than the intended reader
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The assurance that data 1is
complete and accurate
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The verification of a claimed
identity
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Defines how to achieve
confidentiality, i1integrity and
authentication with SOAP messages

Does not define a new security
technology only focuses on
applylng existing security
technologles to SOAP messages
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Wutiv UserNameToken

defined in WS-

Security enables ws fo-

auntirentfieate wsers

N

W5,
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<wsse:UsernameToken wsu:Id="Example-1">
<wsse:Username> ... </wsse:Username>
<wsse:Password
Type="..."> ... </wsse:Password>
<wsse:Nonce
EncodingType="..."> ... </wsse:Nonce>
<wsu:Created> ... </wsu:Created>

</wsse:UsernameToken>
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WS -Security brings
XML Encryption to-
enable confrdentiality

i SOAP Messages... A
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Shared Key
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Key Wrapping
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A shared key for both encryption
and decryption

Can operate on large plain text
messages

Uses public key encryption to manage
shared key distribution securely

Fast
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Roth the client & the service
need not to have a certificate

A shared key 1s derived through
the service’s certificate
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Further communication being encrypted
with the derived shared key

NOTES......
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Integrity

Non repudiation
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WS - Security
\§ J
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: XML Username X.509 Token
XML Signature Encryption Token Profile Profile
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We need o see

W5,
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Defuntely all e
ufernal users...
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Client

Security
Token
Service

Application
Services

Store

Credential

|
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We need not to authenticate
individual external users

We only TRUST external partners

All the requests coming through external
users need to be signed by the
corresponding partner companies
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Only the requests signed by TRUSTED
partners will let 1in

NOTES......
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All the requests goling out side from
internal users need to have a security
token 1ssued by the internal STS

Internal users should authenticate them
selves with the 1nternal STS - prior to
obtalning a security token

External services need to trust
our STS
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Internal users should authenticate with
user name / password when accessing
services directly
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External users should present a security
token from a trusted STS
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Fmalil address should be present 1n the
security token comes with the external
users.
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Only some parts of the message needs to be
encrypted.

(')
=
<
L
=
L
24
b=
-
o
L
(24
P
-
[
24
-
O
L
)

J
© 2009 WSO02 Inc.




Encryption algorithm should be AES.
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Encryption key size needs to be 256.
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All the parts 1n the <Body> must be signed
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Used to express security requirements of
a Web service according to, What needs to
be protected.. What tokens to use..
Algorithms, reference types, etc...

Security policies can be defined at the
binding level / operation level
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WS-Policy
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XML
Signature

J

.

XML
Encryption
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Username
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Token
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Yes — validation
needs to- happen
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Deslign time governance

v

Runtime time governance
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Governance Registry
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GATEWAY PATTERN

NOTES......

y,
© 2009 WSO02 Inc.




04
O
=
[« 8
L
O
[+4
L
-
4
[
(17
O
<
).
("))
i
=

GATEWAY PATTERN

NOTES......

Provides a single entry polnt and
allows centralization of security
enforcement for 1ncoming and outgoing
messages.

Helps to apply transport-level and
message-level security mechanisms required
for securely communicating with a Web
services endpolnt.
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All the services can be deployed 1nside
WS02 Web Services Application Server
[WSAS] — not publicly accessible
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An open source web services engine powered
by Apache Axis?2
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KEE2Y Vi Serices Application Serer

Service Service Service
A B C

Governance Registry
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Enterprise Service Bus

KEE2Y Vi Serices Application Serer

Service Service Service
A B C
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Enterprise Service Bus

Authentication Module
Authorization Module [PEP]

LDAP Weh Services Application Server

SerV|ce SerV|ce SerV|ce
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Cluality of Service Configuration
Active [ Deactivate |
Security f_ FPolicies

Reliable Meszaging ! Transports

i~ . i I
¥ Response Caching o Modules

=

Access Throttling Cperations

of MTOM  False 4 Parameters

Security for the service

The service "MyProxyService™ is not secured.

Enable Security? Yes -

Basic Scenarios

1.

UzernameToken
Mon-repudiation
Integrity

Confidentiality

Advanced Scenarios

Sign and encrypt - X509 Authentication

Sign and Encrypt - Anonymous clients

Encrypt only - Ulsername Token Authentication

Sign and Encrypt - Username Token Authentication
SecureConversation - Sign only - Service as 5T5 - Bootstrap policy - Sign and Encrypt
, X509 Authentication

SecureConversation - Encrypt only - Service as STS - Bootstrap policy - Sign and
Encrypt . X508 Authentication

SecureConversation - Sign and Encrypt - Service as 3T3 - Bootstrap policy - Sign and
Encrypt , X508 Authentication

SecureConversation - Sign Only - Service as STS - Bootstrap policy - Sign and
Encrypt . Anonymous clients

SecureConversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and
Encrypt . Anonymous clients

SecureConversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and
Encrypt . Username Token Authentication

© 2009 WSO02 Inc.




. . Security for the service
Enterprise Service Bus
The service "MyProxyService™ is not secured.

Enable Security? vez «

Basic Scenarios
UszernameToken

Cluality of Service Configuration Non-repudiation

Lt o

A mbins ST . .
Active [ Deactival Policy Selection

Security
Service Hierarchy
Reliable Messagi | Senice MyProxyService Edit Policy
. . Operation mediate - Edit Policy
& Response Cachin P _ _ y
Operation mediate - 9 |n Message Out Message Edit Policy

of MTOM  False Binding Hierarchy
Binding MyProxyServiceSoap11Binding EditPolicy | &~ Sign and Encrypt

Operation mediate Edit Policy wlicy - Sign and

Cperation mediate - 9@ |n Message Out Message Edit Policy : i
rap policy - Sign and

Binding MyProxyServiceScap12Binding Edit Policy
Operation mediate - Edit Palicy icy - Sign and

Operation mediate - @ |n Message Out Message Edit Policy 3olicy - Sign and
CNCrypt , ANCNYIMOouUs CHENTS

SecureConversation - Encrypt Only - Service as STS - Bootstrap policy - Sign and
Encrypt . Username Token Authentication
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Enterprise Service Bus

Authentication Module
Authorization Module [PEP]

LDAP -Q Web Services Application Server

Service Service Service
A B C
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Claim-based security token service -
mapplng user attributes to defined claims,
which can be used to enable i1dentity
federation with claim aware web services.

XACML Policy Administration Point & Policy
Decision Point

J
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Add new trusted =

Endpoint Address®

Certificate Alias arbon.cert.cer | -

Apply
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Security for the service

The service “wsoZcarbon-sts” is secured using “UsernameToken
Enable Secunty? Yag

5TS Configuration Basic Scenanos

UsernameToken

Apply Security Policy https:ilocalhost: 344 3/sem o2carbon-sts Mon-repudiation

Semnice Endpoint Address Certifica Integrity

hitp:illocalhost8280/services/echo wsoZci Conhdentialily

Add new trusted service Advanced Scenarios

- i om sl o s WO B Bl B o i

Endpoint Address* . Sign and encrypt - X305 Authentication
= : 5 Sign and Encrvpl = Anonymous clients

Certificate Alias wsoZcarbon cert.cer [ - | gnand E t- Ano us client

Usemame Token Authentication

Apply

Sign and Encrypt - Usermame Token Authentication

SecureConversation - Sign only - Senace as 5TS - Boolstrap policy - Sign and Encrypt
X500 Authentication

SecureComersation - Encrypt only - Senice as STS - Boolstrap policy - Sign and
Encrypt .. X509 Authentcabon

ecureConversation = Sign and Encrypt - Service as STS

Encrypl 309 Authentication

SecureConversation - Sign Only - Serace as STS - Boolsir

Encrypt .. Anomymous cliants

SecureConversation - Encrypt Only - Service a
1'-'|:_.'|,"|';_;|,|'j clients

-~

secureComersation - Encrypt Only -

Encrypt . Usermmame [oken Authenbcation

© 2009 WSO02 Inc.



J

© 2009 WSO2 Inc.



User Entitlement
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WS-Security / WS-Trust / WS-Security Policy

Message Interceptor Gateway Pattern

SUMMARY

WSO02 Governance Registry / WS02 WSAS /
WSO2 ESB / WS0O2 Identity Server
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Too many passwords

Single Sign On

Gilving access to external domalin users
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Decentralized Single Sign On

Single User Profile

OPENID

Identity Federation
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OpenlD Provider

InfoCard Provider
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TRUSTED SUB SYSTEM

L 1] Enterprise ServiceBus L 1]

NOTES......
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WS-Security / WS-Trust / WS-Security Policy

Message Interceptor Gateway Pattern

WSO2 Governance Registry / WS02 WSAS /
WSO02 ESB / WSO2 Identity Server

SUMMARY

OpenID + InfoCard

Trusted Sub System Pattern
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