" #5968 ()$*+,-$./01,-,02,
344- ++506%$.7899.06,+$/1%:8:8%$<8-,7/=+506
>5:-1?:@%$1/-$%&'()$

A8=9%<75;;506;/0B$C/=04,-$804%.75,1$3-275;,2;

r
-

nitrosecurity



36,048 nitrosecurit? ’r

=344-,++506%$.7899,06,+$/1%:8;8%$<8-,7/=+506
“<78;$H+$>5;-/?.@$1/-$%&'()K
“<7/$H+$>5;-/',2=-5;&K$

“($LS$3

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4 D86 $
$ 3!



344- ++506$.7899.06,+$/1$:<  $NOP nitrosecurite K.

“Q7,-,$3-,$%80&%$:511,-,0;$Q&D,+$R1$:8;8%$<8-,7/=+,+
- S,+,8-27

- 34TU/2$(=,-&$)/84+B$>/0TS,89TQ5V,$:8;8$)/84+
- ';-8;,652

- WO/X0$(=,-&$)/84+B$>/0TS,89TQ5V,$:8;8%)/84+
- RD,-8;5/089

- WO/X0$(=,-&$)/84+B$S,89TQ5V,$:8;8%)/84+
=>5;-1?.@%$1/-$%&'()$YSRD,-8;5/089%:8;8%<8-,7/=+,
= Q5V,$',-5,+$:8;83Y$
S,89TQ5V,$:8;8%C,,4+3YS
<54,$S806,$R1SW0O/X0%$(=,-5,+$Y$
J0;,7,=895 8;5/0%$S, =5-,4%Y$
:&08V52$3089&;52+%$S, =5-,43YH
3=;/V8;52%%850;,0802,$Y$
>/:$'8&+; VIR1$S,2/-43Y$

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4 D86 $M
$ 1



<
X}

344- ++506%$.7899,06,+$/1%:< SNIP nitrosecurit

"<78;$<599%/ $</-d$C/-$RD,-8;5/089%:<K
= Q-845;5/089$H04,"506$Y'$

= Q-845;5/089%$C5,943Q&D, +$Y S

= Q-845;5/089$Q8G9,$Q&D,+$YS$

= C=99%/-$A8-;589%$'280+$C/-$366-,68;5/0+$Y S

- U&D,-$.=G,+$Y$

“<7&$<599$>5:-1?: @$L/-$%&'()$</-d$C/-$RD,-8:5/089%:<K
- >TQ-,,$H04,"506$ Y

Q5V,$:511,-,0;58;,4$C5,94$Q&D, $Y$

CHCR$AS8-;5;5/03Q8G9,$Q&D +$Y$

>/$'280$366-,68;5/0$'=DD/-;$Y$

C=99$h-80=98-5;8$366-,68;5/0$'=DD/-:$Y$

3D-59$!""#SES%& ()$*+,-$./01,-,02,$ES$./D&-567;$F$!""#$GC &$>5;-/',2=-5,&BSH021$$399%$-56 7; +$-,+,-J,41 D86.$c
$ )
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344-,++506%$.7899,06,+$/1%.< $NcP nitrosecuritf’r
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344- ++506%$.7899,06,+%/1%:< $N[P nitrosecurit

-- Get the bar graph data
SELECT
Alert.LastTime,
COUNT (*),
SUM(Alert.EventCount)
FROM
Alert
WHERE
Alert.LastTime >= '03/31/2008 06:00:00'
AND Alert.LastTime < '04/07/2008 06:00:00'
AND Alert.IPSID IN (6,11,10,7,8,15,9,16,20,17,18,19,14,2,3)
GROUP BY
Alert.LastTime
ORDER BY
1

3D-598!""#SE$% & ()$*+,-$./01,-,02,$ES./D&-56 7, $F$!"" #$G&$>5;-/',2=-5,;&B$H021$$399$-567;+$-,+,-J,4]

$ D86,%



344- ++506$.7899 .06, +$/1$:<  SNP nitrosecurita &

-- Find Starting Time
SELECT
MIN(Alert.LastTime)
FROM
Alert

WHERE
IpPSID IN (6,11,10,7,8,15,9,16,20,17,18,19,14,2,3)

3D-59$!""#SES%& ()$*+,-$./01,-,02,$ES$./D&-567;$F$!""#$GC &$>5;-/',2=-5,&BSH021$$399%$-56 7; +$-,+,-J,41 D86 $
$ 1



344-,++506$.7899,06,+$/1$:<  $NgP nitrosecurigy &

-- Get counts and sums for up to five time correlated periods
SELECT

Alert.LastTime,

COUNT (*),

SUM(Alert.EventCount)
FROM

Alert
WHERE

Alert.LastTime >= ' '

AND Alert.LastTime < ' '

AND Alert.IPSID IN (6,11,10,7,8,15,9,16,20,17,18,19,14,2,3)
GROUP BY

Alert.LastTime
ORDER BY

1

3D-598!""#SE$% & ()$*+,-$./01,-,02,$ES./D&-56 7, $F$!"" #$G&$>5;-/',2=-5,;&B$H021$$399$-567;+$-,+,-J,4]

$ D86.$



344- ++506$.7899 06, +$/1$:<  SN#P nitrosecurita &

“A,-1/-V802,

- $39,-:$S,2/-4+$804% $CI/X$S,2/-4+%i$

- 366-,68;,$'=+;850,4$H0+,-;$S8;,$

- 366-,68;,$@=-+;3H0+,-;$S8;,$

- $Q/$?",2=;,$399%[$(=,-5,+$C/-$:5+D98&

='27,V8

- ',J,-89%'V899$Q8GI, +$804$QX/S@56SNC " %\$S, 2/-4+P$Q8GI, +$i$39, - +$804$CI/X +
= CC$HO4 N +SROS@56$Q8G9,+$i$!M$39,-;+$804$O#FCO/X +

- *+ +$A8-;589$H04,"506$804%:&08V52$H04,"$%,V/-&$%8086,V,0;
= Ob$S3%%$*+,4$1/-$399$cO$HO4 N+

=U8-4X8-,

= :=893%H0;,9%./-,$!$(=84-/$[!c[$.A*+$i$#$./-,+$3;$!IMMSbU _

= ESb@$S3%$<5;7$0IM$bU_$C'@

= S3H:$[$'3Q3%<5;7$0M"$%@]',2$Q-80+1,-$S8;,

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4 D86,$0"
$ 1



<
X}

<78;$5+%$>5;-/7?: @$1/-$%&'() KSENOP nitrosecurit

“%&'()$A9=668G9,$":/-86,$?0650,

- $';/-86,$70650,

= Q=0,4%C/-$Q5V,T',-5,+%$:8;8

- ),J,-86,$7"5+:506$%&'()$?"D,-5,02,

- ),J,-86,$?"5+;506$%&'()$./00,2;/-+

= %57 T804T%8;27$<5;7$R;7,-$";/-86,$?0650,+

= 08d,$34J80;86,$R1$>5;-/?:@)+$*05 =,$.8D8G595;5,+

=M -V, $./+:Te/9=V,TA,-1/-V802,%$:8;8$3089&:52+
OB"""N$./+:Te/9=V,TA,-1/-V802,

OB""M$(=,-&$'D, 4+

0" M$HO+,-;5/0$'D, , 4+

MM8GE:+ $A,-$Q8G9,

C-=68%U8-4X8-,$S, =5-,V,0;+

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4

$ D86,$00



<78;$5+%$>5;-/?:@$1/-$%&'()KSN!P nitrosecuritf’r

=>5:-/?:@$1/-$%&'()$3089&;52+

- >TQ-,,$H04,7506$Q,270/9/6&

- k>/$'2801%$:8;8%$366-,68;5/0

= .R*>0QB%$*%B$3ebB$'Q::?e

= 30&$>=VG,-$R1$S,2/-4+$'8V,$'D,,4$3+$30$H04,"$)//d=DZ

=>5:-/?2:@$1/-$%&' ()$HO+,-;5/0+

- >TQ-,,$H04,7506%$0Q,270/9/6&B%$'/D75+;528;,4%$.827,$304%";/-86,$%8086,V,0;
O"MN$HO+,-;5/0$'D,,4+B$<759,$?",2=;506$:51152=9;$'?)?.QB$*A:3Q?$304$
:?2)?Q7

'=G15,94%$:511,-,0;58;,4$Q5V,$C5,94+

= %=9;5D9,$.9=+;,-,4$H04 " +

- RD;5V89$=+,$/1$53%%$2827,
U567Thb-80=98-5;&%$)/65289%$Q/$A7&+5289%$%8DD506

= %8"5V=V$U8-4X8-,$*;595 8;5/0Z

%/-,$H04,*,+$%,80+$%/-,$C8+;$'?)?.Q+Z

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4 D86.$0!
$ 30!



<78;$5+$>5;-/?.@$1/-$%&'()KENMP nitrosecuritfz

>5:-/2: @$1/-$%8&'()$30&T%, V/-&

= A-$Q8G9,$CHCR$AS8-;5;5/0%";/-,+$TH+,$.-8+7%$S,2/J,-&7Z

- A,-$A8-;5;5/0%$S,2/-4%";/-,B$H04,"$";/-,+$304%$e8-58G9,$),06;7%$:8;8%';/-,

= ?827%';/-,$*+,+$)/65289$Q/$A7&+5289%$%8DD506$N51,1$%=9;5D9,$C59,+T:,J52,+P
- ?7827%"/-,$*+,+$H;+$RX0$S3%$.827,

= 399%';/-,+$.80%@,$%8DD,4%$?0;5-,9&$HO0;/$S3%Fi$SHOT%,V/-&$Q8G9,+Z
“R;7,-$>5;-/?:@%$1/-$%&'()$C,8;=-,+

- b-,8;%$:/2=V,0;8;5/0$304%'=DD/-;

A-/1,++5/089%',-J52,+
Q7-,84TQ=0,4%$:,+560$'=DD/-:+$U,8J8$%=9:5T',++5/0$</-d9/84+
A8-;589$804%$.:&08Vv52899&$0Q=0,4$H04 "~ +

S527%',;$R1$C5,94$Q4&D, +
- OB$'B$MBS$cB$[B$BSg$304$#$@4&;,$'560,4$304$*0+560,4$H0;,6,-+
= HAJCB$HAJIB$%3.B$c$304$#$@&;,$*>HM$Q5V,B$304$Q8G9,$S,2/-4$C5,94

.5-2=98-$0Q8G9,+$8043CHCRSIAS-;5;5/6:+1$%$:,9,;,$368507

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4
$ D86,$0M



<7/$H+$>5:-/',2=-5:&K nitrosecuritf’r

“%8&'()$":/-86,$20650,
- >5:-/2:@$1/-$%& ()
= A-/J54,+3%& ()$*+,-+$<5;7$322,++$Q/$Q7,$*05 =,$.8D8G595;5,+$/1$>5;-/?: @$

=> X/-d$304%',2=-5;&%:8;8%$%8086,V,0;$3DD95802,+
= >5:-/e5,X$70;,-D-5+,%',2=-5:&%$%8086, -
- 4 +$55:-/2:@$C/-$>,;X/-d$304$',2=-5:&$:8;8$%8086,V,0;$304$3089&+5+
- >5;-/e5,X$S,2,5J,-
- 4+ +$55:-/2:@$C/-$>,;X/-d$304$',2=-5:8$7J,0;$32 =5+5:5/0$304%$>/-V895_8:5/0
= >5:-/b=8-4%>,:X/-d$HO;-=+5/0%A-,J,0;5/0$'&+;,V
- 4 4+$55:-/2:@$C/-$>,;X/-d$HO;-=+5/0$A-,J,0;5/0$304$',2=-5;&$2J,0;$32"=5+5;5/0
=U5+:/-&
= OhghB$>5;-/?:@%:,J,9/DV,0;$@,680
- Oh#MB$*'$C,4,-89$b/J,-0V,0:B$'86,]348'86,'86, T'QBS$:/2$804%:/:
- OhhhB$./VV,-25895 8:5/0B$>,:X/-d$304$',2=-5:&$:8:8$%8086,V,0;
- "'fB$%&'()$3@$A8-;0,-+75DB$%&'()$';/-86,$20650,$H0;,6-8;5/0
- I"#B$b,0,-89$3J8598G595;8$/1$>5;-/2: @$1/-$%& ()

3D-59$!""#SES% &' ()$*+,-$./01,-,02,$E$./D&-567;$F$!""#$G&$>5;-/',2=-5,4BSH021$$399$-567;+$-,+,-J,4 D86.$0¢
$ 1



7~
($ L$3 nitrosecurit?

Q89d$Q/$%,Z

DX75::506:/0n05:-/+,2=-5:&I12/VV

3D-59$!""#SES%& ()$*+,-$./01,-,02,$ES$./D&-567;$F$!""#$GC &$>5;-/',2=-5,&BSH021$$399%$-56 7; +$-,+,-J,41

$ D86,$0[



